
Cyber Ops & Monitoring

CYBER OPERATIONS
Data center security operations for
equipment, information, networking and
people requires a comprehensive
approach. It must encompass organization
mission and objectives, strategic
investments, documented processes,
policies and procedures, and continuous
performance monitoring and
measurement. Equally important is the
requirement for teamwork and
collaboration amongst IT professionals,
management, and end-users.

SECURITY ARCHITECTURE,
ENGINEERING AND INFRASTRUCTURE
This is the process of designing a
defensible IT network infrastructure and
ensuring that best practices are applied.
Without effective security and full life-cycle
management practices, many networks
have grown into major security problems
for their operators. Security engineering
should be based on the mission objectives
and assets of the organization. Good
design allows easy access to systems and
facilitates pursuing the mission. Poor
security design may impact business
efficiency or open networks to a business
threatening IT incident, exposure or
interruption. In many cases, opportunities
exist for enhancing enterprise security
while driving cost and operational
efficiencies using data center virtualization
in parts of the storage and computing
infrastructure.

SECURITY MONITORING
Criterion has designed, built, managed,
adapted, and repaired Security Operations
Centers. The company has engineered
monitoring solutions for many clients and
created systems to continuously detect,
alert, prevent and act on malicious activity.

Most importantly, Criterion is attentive to
the need to design dynamic monitoring
systems and to adapt to changes in threats
and vulnerabilities as they continuously
evolve over time. Services include:

� Ongoing 24x7 security monitoring,
event correlation, and alerts.

� Alert identification, investigation and
escalation of incidents according to
Standard Operating Procedures (SOP).

� Investigation and escalation triage with
customer IT staff, management, HR or
other business units.

� Tier 3 incident handling by CIRT
under CIRT Standard Operating
Procedures.

� Incident debriefs with full team
including customer.

� Regular periodic evaluation of technical
and systemic performance.

� Ongoing assessment of threats, risks,
critical assets and emerging technology
along with the stand-up of new
services.

CRITERION SYSTEMS, INC.
Headquartered in Northern Virginia’s
technology corridor, Criterion Systems,
Inc. specializes in providing strategic,
businessprocess, and information
technology services to our commercial and
government customers. Criterion is
managed by a nationally recognized group
of senior executives with extensive
industry experience, delivering
exceptional solutions and value to our
customers.

Criterion Systems provides full life-

cycle security services for our

clients in the government,

financial services, energy,

telecommunications, and life

sciences market sectors.

Criterion has relationships with

leading technology solutions

companies such as Microsoft, IBM,

Citirx, vmWare, HP, and Access

Data.

Criterion has a strong history of

delivering some of the most

innovative and cost effective

security solutions in the

marketplace today.
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NOT
Network Operations Team: Develop and implement security engineering
infrastructure technology solutions. We lead full life-cycle security engi-
neering and operations management efforts, in addition to working with
clients to deliver solutions based on current and future IT security invest-
ments.

APT
Asset Protection Team: A premier provider of highly proactive and
responsive network defense operations. We have proven expertise in
collaborating with network owners to design, implement, and maintain
large scale client Network Operations Centers (NOC) and/or Security
Operations Centers (SOC) focusing on perimeter defense and operations.

Specter
Insider Threats Team: A highly trained team that specializes in stealthy
and discrete Network Operations and/or Operations Centers (Op Center)
activities focusing on insider threats. Specter manages professional
activities that are based on aggressive proactive and reactive information
collection, analysis, investigations and operations to identify and neutralize
espionage, foreign intelligence, and/or terrorist activities.
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