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Criterion provides full life-cycle
services for our clients in the
government, financial services,
energy, telecommunications,
industrial, and life sciences market

sectors.

Criterion Systems has
relationships with leading
technology solutions companies
in the world such as Microsoft,
Fast, IBM, Siemens, Teradata,

and others.

Criterion has a strong history of
delivering some of the most
innovative and cost effective
security technology solutions

in the marketplace today.
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Cyber Security Services

Criterion offers world class Cyber Security
Services with an elite team of professionals
who help clients identify, mitigate and
manage the many complex cyber risks faced
by Government agencies and Commercial
clients. Through strategic and tactical
approaches to Cyber Security, we enable
clients to optimize protection of their IT
investment, respond to incidents, proactively
secure their IT environment, and manage IT
assets from cyber threats.

CYBER SECURITY METHODOLOGIES
Criterion’'s methodologies are based on
military information security and cyber
operations. Our Cyber Security experts are
highly regarded and maintain a reputation for
delivering innovative solutions using proven,
repeatable methodologies. We offer unique
capabilities that integrate diverse and
dynamic cyber operations into service-
oriented packages that can be deployed
anywhere in the world.

SERIVCE OFFERINGS

® Risk Management
Incident Response
Privacy
Insider Threat Management

® Cyber Assessment
Return on Security Investment (ROSI)
Analysis
Cyber Forensics
Vulnerability TESTING

® Cyber Ops
Network Architecture & Engineering
Security Infrastructure & Implementation
Defensive Cyber Ops
Cyber Monitoring

® Cyber Advisory Services
Strategy
Regulatory & Compliance
Awareness, Training & Education

Our team consists of professionals from
across the Intelligence Community (IC) and
Department of Defense (DoD), and are known
as industry security leaders in Cyber
Activities. We have a unique capability that
integrates diverse and dynamic cyber
operations into service-oriented packages
that can be deployed to any area of the
world. Criterion’s experts provide support for
a wide range of requirements and requests
leveraging experience in multiple disciplines.
Our Cyber Security experts maintain their
reputation by constantly delivering innovative
solutions to our clients despite changing
requirements and environments.

CYBER TEAMS

Criterion Cyber Security is comprised of
cyber operations professionals who focus
in specific disciplines such as: cyber
operations, system & network security,
engineering and securing enterprise
infrastructure, physical security, industrial
security, certification and accreditation
(DCID6/3/NIST), policy development.

® In-depth knowledge of information
assurance and operations oriented
security

® Accurate and consistant cyber intelligence
methodologies

® Assess and investigate cyber breaches
despite the ever changing cyber threat
environment

® Expert in integrations, working with
technologies you already have

® Experts in understanding and working
with your organizations mission, security
objectives and requirements, and budget
concerns

® Track record of delivering high-speed
Cyber Security Solutions

® Provide return on security investment
documentation

® Lower risk in your environment without
interfering with your operations and your
mission objectives

® Highly cleared staff
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IAMT

Information Assurance & Management Team: Implement a total
information assurance program based on a centrally managed
corporate model. Our teams provide practical experience in applying
risk management, develop policy and procedures, implementing
certification and accreditation, and developing and managing |A
programs.

NOT

Network Operations Team: Develop and implement security
engineering infrastructure technology solutions. We lead full life-cycle
security engineering and operations management efforts, in addition to
working with clients to deliver solutions based on current and future IT
security investments.

VAT

Vulnerability Assessment Team: Deliver solutions based on proven,
tested, and implemented methodologies to conduct network security
assessments, focusing on protecting critical assets from potential
threats with appropriate security measures. Our teams examine the
entire enterprise infrastructure for a specific geographic area (site), to
include all systems/networks/machines hosted within that site
regardless of classification.

SRT

Special Response Team: A specialized team that has the training and
experience to perform special operations outside the current
operational capabilities of a client. These operations include cyber
investigations, digital forensics, and incident response.

APT

Asset Protection Team: A premier provider of highly proactive and
responsive network defense operations. We have proven expertise in
collaborating with network owners to design, implement, and maintain
large scale client Network Operations Centers (NOC) and/or Security
Operations Centers (SOC) focusing on perimeter defense and
operations.

Specter

Insider Threats Team: A highly trained team that specializes in stealthy
and discrete Network Operations and/or Operations Centers (Op
Center) activities focusing on insider threats. Specter manages
professional activities that are based on aggressive proactive and
reactive information collection, analysis, investigations and operations
to identify and neutralize espionage, foreign intelligence, and/or
terrorist activities.
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