ROSI has been implemented for
several federal agencies and pro-
vides a practical quantitative
model for answering the security
guestions that are a priority for
todaybs decision
1 What are the security-related
risks of the enterprise?
1 What impacts would a catas-
trophic security breach have?
1 What are the most cost-
effective security solutions?
1 What are the best technical
security solutions?

The ROSI methodology answers
these questions by guiding organiza-
tions through a thorough analysis.

Developing the Business Case for
Security -Related Expenditures

Commercial and government organizations operate in an evolving world of
internal and external security threats, but determining the appropriate funding
level to respond to these threats can be challenging. Security expenditures
may not adhere to traditional return on investment (ROI) business case
analysis addressing such intangibles as performance and quality. To evaluate
the right amount of investment to mitigate security risks, organizations need a
specialized ROI tool that accurately shows the intrinsic value of a given
security investment.

Criterion Systems has addressed this
Security Investmento (ROSI) process,
business case for security-related expenditures. The ROSI methodology

guides organizations through the following analysis:
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Assess and Prioritize Alternatives, Including Costs: The analysis of
operational, policy and technical impacts allows the team to identify the areas
of threat to the organization and to look at possible solutions to reduce the risk.
Alternative systems are described and costs (hardware, software, time and
materials and full time resources) are estimated so that solutions can be
evaluated in terms of technology, usability and affordability.

Develop a Resulting Business Case:  The methodology is used for identifying
the business case assumptions and constraints, determining/estimating
system costs and benefits, identifying risks (and planning for their mitigation)
and evaluating performance results using the Return on Security Investment
(ROSI) formula below.

(Risk exposure x % risk mitigated by solution) - Cost of security investment
ROSI =

Cost of security investment
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Key elements for calculating ROSI are the risk exposure, the average cost of
an incident multiplied by the number of anticipated incidents per year; amount
of expected risk mitigation, expressed as a percentage; and cost of the
investment or solution.

About Criterion Systems

Criterion Systems, Inc. is a systems
integrator that designs innovative,
technology-enabled business
solutions that allow government
agencies to leverage technology,
protect infrastructure and share
secure information. The company
specializes in systems engineering
and design, IT engineering and
support, cyber security, and
information sharing and
collaboration. Criterion currently
provides critical support to the
Intelligence Community,
Department of Homeland Security
(DHS), Department of Defense
(DoD), federal civilian agencies and

commercial entities. In 2009, Inc. . . . . .
magazine recognized Criterion as The ROSI approach is designed to be an ongoing business tool that provides
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Security Solution Viability: ~ The analysis provides an analytical basis of
comparison among alternative security approaches, scalability, and the
ability to include fAisoftd requirement
review of ongoing internal and external security issues and key analytics

derived from industry benchmarks, budget limitations and the potential range

of impacts resulting from security expenditures.

Actuarial Security Reviews:  The team conducts periodic security audits to
track the effectiveness of investment solutions to mitigate attacks and losses
over time as compared to industry standards and the evolution of best
practices. This practice provides the opportunity to offer ongoing feedback to
stakeholders on results of security investment relative to evolving industry best
practices.

ROSI in Action at a Large Federal Agency

Challenge: Agency was the victim of a unique kind of breach and needed find the
best solution to mitigate risks of e-mails being compromised.

Solution: Independent discovery, peer-reviewed analysis and documented results.
Apply ROSI formula.

Viable Solutions : Investment vs. Degree of Risk ROSI Conclusion: Viable Solution Selection
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